
S TAY  C A L M  A N D  P R E S E R V E  O P T I O N S

The first 30 minutes CHECKLIST · 01

Use a printed or offline copy. If business email may be compromised, coordinate through a
separate trusted channel.

01 P R I O R I T I S E D  F I R S T  S T E P

Call your incident contact using a trusted number.
State what happened, when it started and who or what is affected. Check the insurer’s incident
instructions early because approval requirements may apply.

0–10 Activate the response

I N C I D E N T  L E A D I N C I D E N T  LO G  LO CAT I O N

10–30 Contain on advice

T E C H N I CA L  L E A D AC T I O N S  A N D  T I M E S

B U S I N E S S I N C I D E N T  R E S P O N S E  L E A D

I T  /  S E C U R I T Y  P R OV I D E R  P H O N E C Y B E R  I N S U R E R  /  P O L I C Y  N U M B E R

SA F E  C O M M U N I CAT I O N  C H A N N E L I N C I D E N T  STA R T  T I M E

Record the time, reporter, affected account or device, and the first visible symptom.

Contact the IT or security provider using a known phone number, not details in a suspicious message.

Check the cyber insurance policy and contact the approved response service when required.

Move coordination away from business email if an attacker may be reading it.

Follow instructions to isolate affected devices or disable affected accounts.

If damage is clearly spreading and help is unavailable, disconnect the device’s network cable or Wi-Fi.

Leave the device powered on unless an incident responder tells you otherwise.

Stop using an affected device for password changes, banking or sensitive communication.
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S C O P E ,  P R E S E R V E ,  C O M M U N I C AT E

Minutes 30 to 60 CHECKLIST · 02

30–45 Preserve useful records

E V I D E N C E  OW N E R P R OT E C T E D  E V I D E N C E

LO CAT I O N

45–60 Issue a factual update

C O M M U N I CAT I O N

OW N E R

N E XT  U P DAT E  B Y

Do not make the incident harder to investigate
Do not install cleanup tools, delete files, reset equipment or restore backups without advice.
Do not pay a ransom or contact an attacker before speaking with incident, legal and insurance
advisers.
Do not make public statements based on guesses or name the staff member who reported the issue.
Do not assume notification requirements. Get privacy or legal advice if personal information may be
involved.

A  S E C O N D  S E T  O F  E Y E S

Prepare before an incident.
Current JCPIT clients should use their agreed incident contact. The public
number is not a promise of 24 x 7 response. Before an incident, book a Free
Security Check to review accounts, backups and response contacts.

jcpit.com.au/free-security-check/
(03) 9021 0890

Preparation matters: keep trusted phone numbers, insurer details and this checklist available when email is not. Store the completed checklist securely. Do
not record passwords, authentication codes, full bank details or unnecessary personal information. Share it only with authorised response, legal and
insurance contacts.

Photograph unusual screens or messages if it is
safe to do so.

Keep suspicious emails and files. Do not forward
them widely.

Record every action, who approved it and the
exact time.

List affected people, devices, accounts, files and
business services.

State the status: Investigating, Contained, Active
or Resolved.

Write what is known, what is not yet known and
what staff must avoid.

Set the next update time, even if there may be
no new finding.

Name where staff should report new symptoms
using a safe channel.

• 
• 

• 
• 

F I R ST- H OU R  STAT U S

C U R R E N T  STAT U S B U S I N E S S  I M PAC T N E XT  U P DAT E  T I M E
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